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Introduction of Founding Purpose

To provide balanced standards of broadcasting

K C S C and internet communications to eusure the best vision

for the public

History

e Apr. 1995 Establishment of the Korea Internet
Safety Commission

e Mar. 2000 Establishment of the Korea Broadcasting
Commission by merging the Korea Broadcasting
Commission and the Korea Cable Communications
Commission

® Fep. 29, 2008 Establishment of the Korea
Communications Standards Commission (KCSC)
with authority over the regulatory function of the
Korea Broadcasting Commission and the Korea
Internet Safety Commission under the Act on the
Establishment and Operation of the Korea
Communications Commission




Infroduction of

Structure

® 9 commissioners commissioned by the President of Korea
® 5 standing commissioners
® The chairperson elected by and from among the
Q commisioners
® Twice a month for General Meetings

Organization Overview

® Broadcast content review

e [llegal and harmful online content review
e Defamation dispute mediation

® Research on media content review

® Media education and campaigns

e Other activities




KCSC Organizational Chart

Chairperson

: : Standin .
Vice Chairperson aing Commissioner
Commissioner

Planning and = Strategy and Planning Division = Legal Division
Secretary General Coordination Office = External Affairs Division = HRD & Psychological Support Division
Broadcasting = Broadcasting Review Planning Division = Terrestrial TV & Radio Division = Broadcast Advertising Division
Review Bureau = General Programming Channel Division = Specialized Programming Channel Division = Shopping Channel Division
Audit Office ry—— o _ _ o _ _ o _ o
o = [Internet Communications Review Planning Division = Financial Security Division = [llegal Content Review Division
communications _ o _ _ o
Public Relations By zn =i [EITEE = Harmful Content Review Division = Rights Infringement Response Division
Division : _ . . R N e
Rights Protection = Rights Protection Planning Division = Defamation Dispute Mediation Division
Operation Support Bureau = Copyright Infringement Response Division = Civil Complaint Consultation Division
Division Diaital Sox Cri
el = A = Non-Proliferation Division = Victim Report Reception Division

Content Review

Bureau = Emergency Response Division = Youth Protection Division

Center for Policy = Policy Division
Research = Research and Analysis Division

International
Cooperation Office

Regional Offices




About Cyber Fraud

Grounds for Review

ACT on the Establishment and
Operation of the Korea
Communications Commission

Act on Promotion of Information
and Communications Network
Utilization and Information
Protection

Criminal Act

Article 21 (Duties of the Korea Communications Standards Commission)

Article 44-7 (Prohibition of Circulation of Unlawful Information),
Paragraph 1, Subparagraph 9

Article 347 (Fraud)




Cyber Fraud

Content

Deception of person to obtain money or other property, or to cause a third party
to transfer money or other property, and misappropriation of payments for goods
or investment funds from victims via Internet sites, constituting fraud under the

Criminal Act

Requirements of Deliberation

Evidence provided by investigative authorities proving the use of the requested
iInformation in fraudulent acts (e.g., investigative opinions, investigation reports,

criminal recognition reports)




About Cyber Fruad - Types

Defrauding Merchandise Payments Defrauding of Paid Dating

e |Luring victims via SNS messengers to join e Inducing victims via SNS to register on
shopping sites and taking payments specific sites and defrauding money for
without delivering goods or profits meetings with someone

Defrauding of Investment Funds

e Inducing victims to join apps with
promises of side-job profits and taking
money as “fees” or “commissions”

Defrauding Lottery Number Fees

¢ Promoting fake lottery sites, claiming
higher fees increase winning chances, and
deceiving victims into paying large sums




Defrauding Merchandise Payments
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Defrauding of Paid Dating
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Defrauding of Investment Funds
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Defrauding Lottery Number Fees
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About Cyber Fruad - Cases

Requests from Investigative Agencies Resolutions for Corrective Action
800 300
677
600 201
400 358 -
100

200

0) o)

2022 2023 2024 2022 2023 2024



Internet Communications Content Review Process

Process Cognitive Pathway

Complaints

Recognition
\
—/~|[ )} Monitoring
A1
Civil complaints

f

Requests from the
relevant organizations

'I
N




Internet Communications Content Review Process

Process Matters under Review
Complaints Preliminary
Recognition review

AN AN - Decision on whether
complaints are eligible for
B.y .The relevant KCSC review
divisions

- Sorting of complaints into
the relevant categories.

- Collection of additional
information where
necessary




Internet Communications Content Review Process

Process Composition
Complaints Preliminary Reviewbythe
Recognition review Commission
\ A \ - General Commission
By the relevant - Review the
divisions comp.loun'rs . 3 Sub-commissions
- Decide on the - Broadcast Review sub-commission

- Internet Communications Review sub-commission
- Broadcast Advertising sub-commission

corrective actions

- Special Advisory Committee
- Internet Communications Review sub-commission
- Broadcast Advertising sub-commission




Internet Communications Content Review Process

Process
Complaints Preliminary
Recognition review

N\

Review by the  Review

By the relevant
divisions

Commission decisions

\
Sub-commision Judicial Review
&General

Commission

Follow-ups

- Notification of decisions and
orders to online content and
service providers

- Notification of review decisions
to complainants

- Labeling of the materials
concerned as being harmful to
youth

- Requesting online content and
service providers to indicate the
KCSC’s decision on the relevant
materials in their websites



Types of corrective actions

Deletion of Access 0O Overseas
O offending content Blocking Server
Domestic
(Korea based)
Server
o Suspension or Harmful

cancelation of use to youth



Standard Procedure for Access Blocking

Access
Blocking
System

Comparison with
Blocking Database

Access to Websites

Domestic 5 ; Internet Service ,:, ; Overseas

users Provider (ISP) websites

Domestic Overseas




Access Blocking Methods

Communication Domain
ProTocoI

File
Format

h’r’rp //www un. org/dbou’run/mdex htmi

(D Blocklist Inconsistency

> — Connection to
Overseas Websites

(2 URL Blocking

Blocking
Equipment

> — Redirection to the
Warning Page

S (3 SNI Blocking

— Termination of Connection



Access Blocking Methods

e Applied to URLS using unencrypted HTTP protocol

e If the user-entered URL matches the DB of the blocking equipment, the user is
(HTTP Blocking Method) redirected to the blocking notice page (warning.or.kr)

e Capable of blocking specific subpages

URL Blocking

e Applied to URLS using encrypted HTTPS protocol
SNI Blocking e If the domain name exposed during the brief unencrypted session matches the
(HTTPS Blocking Method) blcoking DB, an error packet is issued to terminate the connection

e Unable to block specific subpages, only possible at the domain (including subdomains)




L Blocking Method
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SNI Blocking Method
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, 07995 Korea
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233 Mokdongdong-no, Yangcheon




